Important!

If you are using a non-standard
wireless network configuration tool,
the procedure may differ. We
recommend you to use the standard
Windows wireless network
configuration environment.

“Biblioteka” wireless
network installation in
Windows Vista/7/8/10

Vilnius
University
Library

The following instructions show you how to configure “biblioteka” wireless network in Microsoft Windows Vista, 7, 8 (8.1) or 10

using standard wireless network configuration tools (in different Windows versions some steps may vary slightly.)



1. Using standard Windows wireless network configuration environment:

A. Click on the network icon with the right mouse button;
B. Select Open Network and Sharing Center if you are using Windows 7/8 (8.1).
Windows 10 users need to select Open Network & Internet settings.
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This step is for Windows 10 users only! If you are using 7/8 (8.1), skip this step and proceed to step 2!

1.1 Select Network and Sharing Center
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2. In the opened window select Set up a new connection or network.

w= Control Panel\Network and Internet\Metwork and Sharing Center O

T :,.,: <« Met.. » MNetwork and Sharing C... v O Search Control Panel

View your basic network information and set up
connections

Control Panel Home

Change adapter settings
View your active networks

Change advanced sharing You are currently not connected te any networks,

settings
Change your networking settings

“E. Set up a new ¢
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e bnnection; or set up a
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@ Troubleshoot problems

Diagnose and repair network problems, or get
troubleshooting information.

See also
HomeGroup
Internet Options

Windows Firewall

3. Then select Manually connect to a wireless network.

? Set Up a Connection or Network

Choose a connection option

rj.g Connect to the Internet
Set up a breadband or dial-up connection to the Internet.

Set up a new network
Set up a new router or access point.

“JManually connect to a wireless network

i Connect to a hidden network or create a new wireless profile
Connect to a workplace
Set up a dial-up or VPN connection to your workplace.
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4. In Manually connect to a wireless network window:

A. Insert name of the wireless network: biblioteka;
B. Select security type: WPA2-Enterprise;
C. Select security type: AES;

D. Choose Start this connection automatically if you want the computer to automatically connect to
network;

E. Click Next to continue.

& ¥ Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: A || biblioteka |

Security type: B I?.MPAZ-Enterprise P I

Encryption type: C | aes

Security Key: Hide characters

D I Start this connection automaticallyl

[ Cennect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Cancel

5. In the next window choose Change connection settings.

L¥ Manually connect to a wireless network

Successfully added biblioteka

—» Change connection settings
Open the connection properties so that | can change the settings.
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6. In Connection tab, select Connect automatically when this network is in range.

biblioteka Wireless Network Properties

Connection |Security

Mame: biblioteka
S5I0: biblioteka
Metwark type: Access point

Metwork availability:  All users

[+]Connect automatically when this network is in range:

[ ]Look for other wireless networks while connected to this
network

[ ] Connect even if the network is not broadcasting its name
(S51D)




7. In Security tab, configure the following settings:

A. Security type: WPA2-Enterprise;

B. Encryption type: AES;

C. Authentication method: Protected EAP (PEAP);

D. Select this option if you do not want to enter your login and password every time you connect to
network;

E. The checkmark Validate server certificate should be removed;

F. Authentication method: EAP-MSCHAP v2;

G. Uncheck this option to not use Windows logon name and password;

H. Select authentication mode: User or computer authentication.

biblioteka Wireless Metwork Properties Protected EAP Properties

Connech‘on When connecting:

EID?Uerif'y the server's identity by validating the r:ertiﬁmteil

A ISgcurity type: WPAZ-Enterprise w I = - ; o
Connect to these servers (examples:srv 1;srv2;, *\.erv3\, com):
B IEm:rypﬁon type: AES et I
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Choose a network authentication method:
C IMicrosoFt: Protected EAP (PEAF) w " Settings I

D Remember my credentials for thiz connection each
time I'm logged on

Motifications before connecting:

Advanced settings Tell user if the server's identity can't be verified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) F ~ || Configure...

Enable East Reconnect
[ Disconnect if server does not present cryptobinding TLV
[C]Enable Identity Frivacy

802 1 settings 802,11 settings

Spedfy authentication mode:

H

User or computer authentication ~ Save credentials E4AP MSCHAPWE Pro p erties

Delete credentials for all users

When connecting:
[CIEnable single sign on for this netwark g

Perform immediately before user logon

G " Automatically use my Windows logon name and
password (and domain if any).

Perform immediately after user logon

10 -

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication
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8. After the correct network parameters are saved, new dialog box Additional information is required to
connect to biblioteka will appear; select it. If the message/notification does not appear automatically:

A. Click the network icon;
B. Select biblioteka network and click Connect.

(= biblioteka

Connect automatically

9. In Windows Security window:

A. Enter your username (your VU Library user card number, e.g. mb000000);
B. Enter your password;

C. Click OK to continue.

Windows Security

Signin

HJsrzr name
| Password

Domain:

Cancel

10. When connecting to biblioteka, network indication will change.
11. After successfully connected, select Public location for biblioteka network.

12. You have successfully connected to biblioteka wireless network. Close window to end the configuration
process.

13. If you made a mistake at any step of this instruction, please remove the network entry biblioteka from
your system and go through all the configuration steps again.
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